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Synopsis

In a world in which cyberspace is becoming every countryA A;A s center of gravity, the issue of
cyberwar can no longer be ignored. Cyberspace in Peace and War is the first comprehensive,
instructional guide to the challenge of cyberwar: how to conduct it but, more importantly, how to
avoid it using a mix of cybersecurity policies coupled with deterrence, escalation, signaling, and
norms strategies. The result of over twenty years of analysis and assessment by author Martin C.
Libicki, this text should be of particular interest to those concerned with the current and future
challenges that face the digital frontier. Though written from a U.S. perspective, the principles
discussed are globally relevant.Cyberspace in Peace and War presents a comprehensive
understanding of cybersecurity, cyberwar, and cyber terrorism. From basic concepts to advanced
principles, Libicki examines the sources and consequences of system compromises, addresses
how cybersecurity policies can strengthen countries defensesA A;A leaving them less susceptible
to cyberattack, and explores cybersecurity in the context of military operations, highlighting unique
aspects of the digital battleground and strategic uses of cyberwar. He provides the technical and
geopolitical foundations of cyberwar necessary to understand the policies, operations, and
strategies required for safeguarding an increasingly online infrastructure.Cyberspace in Peace and
War guides readers through the complexities of cybersecurity and cyberwar and challenges them to

understand the topics in new ways.
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Customer Reviews

A A;A Cyberspace in Peace and War will serve as a foundation for strategic planners for many
years to come. Perhaps more importantly, the questions posed hereA A;A and in the strategic
literature these questions are integrated intoA A, A will likely serve as a foundation from which
much of our future understanding about cyber strategy will spring.A A;A A AjA  Strategic
Studies QuarterlyA A;A Like a well-constructed novel, Martin Libicki expertly weaves together
technology, operations, policy, and strategy to paint a panoramic picture of cyberspace,
incorporating views from a broad range of perspectives that he skillfully applies across a variety of
settings from peace to conflict. He explains complex concepts using simple analogies that leverage
commonplace knowledge and experience, poses questions in search of answers, and offers
reasoned arguments that address these questions from a variety of different viewpoints. The reader
is challenged to apply the insights gained from these queries to develop a deeper and more
practical understanding of the nature of cyberspace. This work is likely to become well known for
having bridged the divides that exist among technologists, strategists, operators, and policymakers
in their search for solutions to cyberspaceA A;A s multifaceted challenges, and should be read by
every student and practitioner of these disciplines.AA;A A A;A LT. GEN. ROBERT J. ELDER,
USAF (RET.), research professor, George Mason UniversityA A; A In a short time cyberspace has
burst into the forefront of national security strategy. Policymakers and analysts know they need to
understand the new terrain, threats, and ideas for strategic options but have lacked a broad survey
that covers the issues thoroughly and deeply. Martin Libicki, one of the sharpest top thinkers on
cybersecurity, combining impressive technical and strategic expertise, has filled the gap decisively.
This volume is encyclopedic, creative, and readable, challenging in its detail and reflections, and
equally useful for political and military experts who are not steeped in cyber technology and
technical specialists who need grounding in policy and strategy.A A;A A A;A RICHARD K.
BETTS, PhD, director, Saltzman Institute of War and Peace Studies, Columbia University, and
author of Enemies of Intelligence and American ForceA A;A This book is a very comprehensive,
instructional guide to the challenge of cyberwar. This work is likely to become well known for having
bridged the divides that exist among technologists, strategists, operators, and policymakers in their
search for solutions to cyberspaceA A;A s multifaceted challenges, and should be read by every

student and practitioner of these disciplines.A A;A A A;A Military Technology

MARTIN C. LIBICKI is the Maryellen and Richard L. Keyser Distinguished Visiting Professor in

Cyber Security Studies at the U.S. Naval Academy and adjunct senior management scientist at the



RAND Corporation. His work involves the national security implications of information technology,

notably as it involves cybersecurity and cyberwar. He lives in Kensington, Maryland.

This is a huge, huge tome on cyberspace that is probably the most comprehensive discussion

available.

Outstanding book.
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